PHILIPS

S—

Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW CAREFULLY.

Why Philips Ambulatory Monitoring & Diagnostics is providing you with this notice

Philips Ambulatory Monitoring & Diagnostics, together with its family of companies including
BioTelemetry, Inc., CardioNet, LLC, Geneva Healthcare, LLC, BioTel INR, LLC, and Telcare Medical
Supply, LLC (collectively Philips AM&D), understands the importance of keeping your health
information private. Philips AM&D is committed to protecting the privacy of your medical
information and protected health information (PHI). Federal and state laws require Philips AM&D to
protect the privacy of such information and to tell you how we do so. Philips AM&D must give you
notice of our legal duties and our privacy practices with respect to your medical information. Philips
AMA&D is required to do the following:

e Maintain the privacy of your medical information.

e Notify you if we are made aware that your medical information has been acquired, accessed,
used, or disclosed inappropriately.

e Explain how, when, and why we may use or disclose your medical information.

e Use or disclose your medical information only in the ways we have described in this Notice.

How Philips AM&D protects your health information:

e We restrict access to your medical information to only our staff members who provide
services to you. All staff members have been trained to protect privacy and any staff member
who violates these policies is subject to disciplinary action.

e We use safeguards to protect your medical information. These safeguards comply with
federal regulations regarding security.

e We periodically review our policies and practices; monitor our computer networks; and
monitor and test our security to ensure the privacy and security of your health information.

USES AND DISCLOSURES OF YOUR HEALTH INFORMATION

There are a number of ways in which we may use or disclose your medical information in providing
health services to you.

1. Uses and disclosures for treatment, payment, or health care operations.

When you first became a patient or customer you authorized the release of your medical records for
the following purposes:

e Payment and insurance coverage
e Conducting quality of care and performance review
e Assuring coordination of medical services



Without further notice to you, we may use your medical information for the following purposes:

e Treatment. We may use or disclose medical information about you to provide you with
medical treatment or services and/or to assist medical providers in coordinating and
managing your care.

e Payment. We may use or disclose your health information so that the treatment and services
you receive may be billed to and payment may be collected from you, an insurance company,
or a third party. We may also disclose your medical information to contractors who provide
claims processing services.

e Health care operations. We may use or disclose your health information to perform
necessary health plan functions. For example, we may use your data to help us train new
staff and to conduct quality improvement activities. We may combine medical information
about many patients to decide what additional services to offer and whether certain
treatments are effective.

2. Uses and disclosures authorized by law.

Under certain circumstances, we are authorized by law to use or disclose your health information
without obtaining your authorization and without notifying you of such uses or disclosures. These
circumstances may include when the use or disclosure is:

e To family members, a personal representative, or others involved in your health care or
payment for your health care, unless you tell us not to disclose such information to those
individuals.

e To business associates, such as to facilitate treatment, payment, and/or health care
operations.

e For facility directories (such as a hospital), unless you object.

e For public health activities, such as when reporting to public health authorities the exposure
to certain diseases or reporting data about immunizations.

e For health oversight activities, such as when disclosing health data to a state or federal
health oversight agency so it can monitor the safety of medical devices.

e About victims of abuse, neglect, or domestic violence where required by law.

e For judicial or administrative proceedings, such as when responding to a court order.

e For law enforcement purposes, such as in response to a subpoena, warrant, or summons.

e To acoroner, medical examiner, or funeral director.

e Tothe extent allowed by state workers compensation laws.

e To avert a serious and imminent threat of harm to you, another person or to the public.

e For certain, specialized government functions, such as regarding military personnel, national
security, or prison inmates.

e Forresearch purposes, such as for a research project as approved by an Institutional Review
Board or Privacy Board, in compliance with governing law.

We may also make disclosures without your consent or authorization when required to do so by
state or federal law.

3. Other uses and disclosures.
We may also use or disclose your health information to contact you for our fundraising activities. If

you do not want to be contacted for this purpose, you have the right to opt out of receiving such
communications.



4. Uses and disclosures that require authorization.

For all other purposes, we may be required to obtain a specific authorization to use or release your
health information. If you provide an authorization to us, you may revoke it, in writing, at any time.

e We will not use or disclose your psychotherapy notes, if applicable, without your prior
written authorization, except pursuant to state or federal law.

e We will not use or disclose your health information for marketing purposes or accept any
payment for marketing communications using such health information without your prior
written authorization. The authorization will disclose whether we receive any compensation
for any marketing activity you authorize, and we will stop any future marketing activity when
you revoke your authorization, in writing, which you may do at any time.

e We will not sell your health information without your prior written authorization. The
authorization will disclose that we will receive compensation for your health information if
you authorize us to sell it. We will stop any future sales of such information when you revoke
your authorization, in writing, which you can do at any time.

YOUR INDIVIDUAL RIGHTS

1. Rightto inspect and copy your health information.

You may access, inspect, and receive a copy of your health information contained in our records. You
need to make your request in writing. You can write or call Philips AM&D and request a
“Authorization for Release of Protected Health Information (PHI)” form. We may charge a reasonable
fee for copies. There are limited situations in which we may deny your request for access. In these
situations, we will let you know why we cannot grant your request and how you may ask for a review
of our denial.

2. Right to request an amendment of your health information.

You may request that we amend your medical information. Your request must be in writing and
should include an explanation for your reason for the amendment. Under limited circumstances, we
may deny your request. If we do so, you may file a statement of disagreement with us. You may also
ask that any future disclosures of your health information include your requested amendment and
our denial of your request.

3. Right to request restrictions on uses and disclosures of your health information.

You may request that we restrict the use or disclosure of your health information for payment or
health care operations. Your request must be in writing. We are not required to agree to your
request for a restriction; however, if we do agree, we will comply with our agreement, unless there is
an emergency, or we are otherwise required to use or disclose the data. If we decide to end our
agreement to the restrictions, we will tell you. If you tell us not to disclose medical information to
your health plan concerning health care items or services for which you paid for in full out-of-pocket,
we will abide by your request, unless we must disclose the information for treatment or legal
reasons.

4. Right to request confidential communications.

You may request that we communicate with you in a specific way or at a specific location. For
example, you may request that we contact you at a particular email account or at an address other



than your home address. We will agree to your request if we determine that your request is
reasonable. Your request must be in writing.

5. Right to request an accounting of disclosures of health data.

You may request a listing of certain disclosures we have made of your health information. Your
request must be in writing. You may ask for disclosures made up to six (6) years before the date of
your request. We will provide you with one (1) accounting in any 12-month period free of

charge. For additional accountings, we may charge you for the costs of providing the listing.

6. Right to receive a copy of this notice.

You have the right to receive a paper copy of this Notice at any time. To exercise any of these rights,
contact us at the telephone number or address listed below.

CHANGES TO THIS NOTICE OF PRIVACY PRACTICES

Philips AM&D reserves the right to amend this Notice at any time in the future. Until such an
amendment is made, we are required by law to comply with the terms of this Notice currently in
effect. After an amendment is made, we will make available to you a revised Notice of Privacy
Practices which will apply to all PHI that we maintain, regardless of when it was created or received.

QUESTIONS, COMPLAINTS OR REQUESTS

If you are concerned that your privacy rights have been violated, you may file a complaint with
Philips AM&D or with the Secretary of the U.S. Department of Health and Human Services. You will
not be retaliated against for filing a complaint.

To file a complaint with us, contact our Privacy Officer at:

Philips Ambulatory Monitoring & Diagnostics
Privacy Officer

1000 Cedar Hollow Road, Suite 102

Malvern, PA 19355

Telephone: (224) 585-3595

Email: AMDPrivacy@philips.com

Effective Date: September 3, 2024
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